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Abstract. With the widespread deployment of wearable devices in sce-
narios such as smart healthcare and health monitoring, the security is-
sues of identity authentication and key agreement faced by them in open
wireless environments have become increasingly prominent. Constrained
by computational capabilities and storage resources, traditional security
protocols relying on complex cryptographic operations are unsuitable for
wearable devices, while many lightweight schemes suffer from insufficient
security. Especially in the three-party collaborative architecture of wear-
able device - mobile terminal - cloud server, the cloud server can often
obtain or deduce the session keys between terminals. To address the
above problems, this paper presents a lightweight anonymous authenti-
cation and key agreement protocol using Physical Unclonable Function.
This scheme generates secure session keys for both users and wearable
devices, and users and cloud servers within a single authentication, and
ensures that the final session key between wearable devices and mobile
terminals remains invisible to cloud servers, thereby achieving end-to-end
key privacy protection. This paper conducts a formal security proof of
the proposed scheme under the ROR model. Performance analysis shows
that compared with related schemes, the protocol achieves better perfor-
mance with regard to computational and communication overheads, and
is suitable for resource-limited wearable device application scenarios.

Keywords: Wearable devices · Lightweight key agreement · Physical
Unclonable Function · Anonymous authentication · ROR model.

1 Introduction

As mobile computing and sensing technologies improve, wearable devices have
gradually evolved from independent electronic products into intelligent terminals
that can be embedded in clothing, accessories, and even skin patches. Devices
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such as smartwatches, fitness trackers are now widely used in scenarios like health
monitoring, immersive experiences[24]. Relying on high-precision sensors and
low-power communication modules, these devices can continuously record users’
physiological and behavioral data, which are typically forwarded to cloud servers
via mobile terminals for further analysis and processing[10].

However, the popularization of wearable systems is accompanied by increas-
ingly prominent security risks. Limited by hardware resources, wearable devices
cannot support complex security algorithms[3]; and their reliance on wireless
communication links makes them vulnerable to eavesdropping, spoofing, and re-
play attacks. In addition, security vulnerabilities in the application programs,
firmware updates, and data storage processes of wearable devices may all become
attack entry points, exposing users’ private data such as physiological informa-
tion and activity trajectories to the risk of leakage[21].

Therefore, it is essential to design secure, reliable, and low-overhead com-
munication and authentication mechanisms for wearable devices. In the existing
three-party collaborative architecture, wearable devices are responsible for data
collection, mobile terminals handle data processing, and trusted cloud servers
are in charge of data storage and analysis, as well as assisting in completing
identity-related verification and coordination tasks required for system oper-
ation[18]. However, due to the lack of sufficient computational capabilities of
wearable devices themselves, they often rely on the collaborative participation
of mobile terminals and trusted cloud servers during identity authentication
and key agreement[19]. Consequently, designing a lightweight, highly secure key
agreement protocol with privacy protection under the three-party architecture
remains a challenging research problem.

In recent years, various authentication and key agreement schemes for wear-
able environments have been introduced, but many rely on complex crypto-
graphic components, making them difficult to deploy on resource-constrained
wearable devices, while some lightweight schemes suffer from insufficient secu-
rity[25]. Against this backdrop, Physical Unclonable Function (PUF), which pos-
sess hardware-unique characteristics, have gradually become a reliable security
primitive. PUF can generate stable and non-replicable responses based on minor
differences in the chip manufacturing process, enabling them to serve both as
lightweight identity credentials and provide strong security for protocols. Based
on these features, PUF are particularly suitable for identity authentication and
key establishment in wearable scenarios[22].

In existing wearable systems, the session key between a mobile terminal and
a wearable device is often generated by the cloud server or is visible in the cloud,
which may lead to key privacy leakage. To address this issue, the proposed pro-
tocol ensures that the cloud server remains unaware of the session key between
the device and terminal, thereby achieving end-to-end key privacy protection.
This feature fills a gap in existing schemes, enhancing session key security[1].
The system architecture is presented in Fig. 1.
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Fig. 1. system architecture

This paper presents a lightweight and secure key agreement protocol for
wearable devices based on the features of PUFs, with the main contributions
outlined below.

1. Presenting a lightweight and efficient protocol for anonymous authentica-
tion and key agreement, by using the uniqueness and unclonability of PUF
to provide wearable devices with a unique identity authentication function.
This protocol not only achieves mutual authentication between the three par-
ties of wearable devices, mobile terminals and trusted cloud servers, but also
generates two independent session keys (user-wearable device and user-cloud
server) simultaneously in one authentication process, thus significantly im-
proving the key establishment efficiency and overall security in multi-entity
collaboration scenarios.

2. The proposed protocol ensures that the cloud server cannot acquire the fi-
nal session key between the wearable device and mobile terminal, thereby
enhancing end-to-end security and avoiding the risk of single-point failure at
the cloud server.

3. The protocol’s security is validated using the ROR model, with formal anal-
ysis confirming its provable security.

4. Compared to existing protocols, this scheme offers improved security and
better efficiency, with lower computational and communication overheads,
especially in large-scale wearable networks.

2 RELATED WORK

In recent years, various authentication and key agreement protocols for wear-
able environments have emerged; however, most studies have failed to effectively
balance the performance requirements of resource-constrained devices with the
reliability of secure communication. Specifically, Qi et al[11].proposed an au-
thentication protocol using quadratic residue theory, aiming to ensure secure
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communication between wearable devices and healthcare personnel; Challa et
al[4].proposed a three-factor authentication protocol supporting password up-
dates. Although these schemes have been proven secure, they generally suffer
from high computational complexity, making it difficult to adapt to the limited
processing capabilities and resource constraints of wearable devices.

To address the challenge of resource constraints, researchers have shifted
their focus to the design of lightweight schemes. Mahdi et al[8].designed a novel
lightweight hash chain-based scheme; however, Chen et al[5].indicated this proto-
col is susceptible to device capture attacks and lacks mutual authentication. The
authentication scheme proposed by Wu et al[23]. achieves key agreement solely
relying on hash functions and XOR operations while ensuring device anonymity;
yet Lee et al[12].found that it suffers from insider attacks, device theft, and phys-
ical cloning attacks, and fails to ensure proper mutual authentication. Similarly,
although Guo et al[9].proposed a lightweight anonymous authentication scheme
aiming to support mutual authentication among multiple entities, research by
Xin et al[1].demonstrates that it does not effectively achieve secure session key
establishment.

Despite extensive research on authentication and key agreement for wear-
able devices, many existing schemes still struggle to satisfy practical require-
ments due to limited computational resources and stringent security and ef-
ficiency demands. To address this, PUF have been increasingly introduced as
a hardware-based security primitive. PUFs rely on manufacturing variations to
generate unique and unclonable identifiers, offering low computational overhead,
low energy consumption, and strong resistance to cloning and physical tamper-
ing, making them well suited for authentication and key generation in wearable
devices. Since Suh et al[17].first applied PUFs to authentication and key genera-
tion, numerous PUF-based schemes have been introduced. Liu et al[14].proposed
an ultra-lightweight authentication protocol based on PUFs, supported by the
cloud, which realizes authentication between a smartphone and two wearable
devices. Alruwaili et al[2].demonstrated the feasibility of PUF-based security
mechanisms on resource-constrained wearable devices.

Although several PUF-based authentication and key agreement protocols
have been introduced, in most works, the trusted center not only distributes
key materials to wearable devices and mobile terminals but also can even de-
rive or indirectly obtain the session key between the two parties under certain
conditions. This high reliance on a centralized node exposes the system to po-
tential single-point failure risks. The proposed protocol, unlike existing designs,
maintains lightweight authentication and key agreement while ensuring that the
session key is only generated and shared between wearable devices and mobile
terminals, with the trusted cloud server remaining unaware of the key through-
out the entire process. In addition, this protocol supports mutual authentication
between wearable devices and users as well as between cloud servers and users,
and is suitable for the three-party collaborative architecture of wearable device-
mobile terminal-trusted center.
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3 PRELIMINARIES

3.1 Physical Unclonable Functions

Physical Unclonable Function (PUF) is a function based on the microscopic hard-
ware variations of a device, generating a unique identity through a challenge-
response mechanism. PUF ensures that each device produces a consistent re-
sponse to the same challenge, guaranteeing identity authentication consistency.
PUF, integrated within the device’s physical structure, is hard to replicate or
clone, providing strong physical unclonability and unidirectionality, meaning
that even if a response is obtained, the corresponding challenge cannot be easily
deduced. PUFs are widely used for device authentication and key generation,
serving as a digital fingerprint to prevent physical attacks.[15].

3.2 Fuzzy Extractor

A Fuzzy Extractor is a cryptographic construct designed for noisy inputs, en-
abling the stable generation of a consistent random string from imperfectly re-
peatable data. Its core idea is to map inputs that are “sufficiently close” to the
same key while maintaining security, without requiring exact input replication.
The Fuzzy Extractor includes two algorithms: a generation algorithm, which
outputs a high-entropy random string and a piece of public auxiliary data when
it first acquires the input, and a recovery algorithm, which reconstructs the same
string from a slightly deviated new input using the auxiliary data. The auxil-
iary data reveals no information about the key and is used solely to correct
input noise[6].Its tolerance for input errors makes it particularly suitable for key
generation in noisy environments, such as biometric recognition systems.

4 SYSTEM MODEL AND THREAT MODEL

4.1 System Model

In the wearable computing system model designed in this paper, the system con-
sists of four entities: wearable devices, users/mobile terminals, a Trusted Reg-
istration Center (RC), and a trusted cloud server (CS). Each user is equipped
with a mobile terminal and multiple wearable devices for data collection. Wear-
able devices transmit data wirelessly to the terminal, and the mobile terminal
processes and uploads it to the trusted cloud server. The RC securely distributes
credentials to devices and terminals in an offline manner, enabling effective iden-
tity management, and stores only the credentials necessary for authentication
in the CS to support device and terminal verification. The CS is responsible
for data storage and processing, ensuring data integrity and privacy, while au-
thorized users can access and analyze the data. This model secures data during
transmission and storage, optimizes authentication and data management, and
supports timely and accurate monitoring of user information.
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4.2 Adversary Model

This study applies the Dolev-Yao (DY) model[7] to evaluate the protocol’s secu-
rity, assuming adversary A controls the communication channel and is capable of
launching attack operations such as eavesdropping, tampering, forgery, deletion,
and replay of messages. The communication process takes place over an insecure
channel, where the adversary can intercept and modify messages but cannot
decrypt encrypted content. The adversary can only decrypt or sign messages
when in possession of the correct key. Meanwhile, the adversary may physically
capture legitimate devices in communication and extract information stored in
the devices, but it cannot perform cryptanalytic operations to crack the keys.

Assuming the CS is equipped with strong anti-tampering measures and suf-
ficient computing power to ensure the secure storage and processing of sensitive
information, the terminal devices, due to their limited storage and computa-
tional capabilities, are more vulnerable to attacks, especially session key query
and participant compromise attacks.

5 PROPOSED SCHEME

This section describes in detail the four phases of the proposed protocol: (1)
Wearable Device Registration, (2) Mobile Terminal Registration, (3) Login,
and(4) Authentication and Key Agreement. The symbols and their associated
definitions are listed in Table 1.

Table 1. Notation and Description

Notation Description
RC Trusted registration center
CS Cloud server
MTi Mobile terminal
IDWDj Identity of WDj

PIDWDj Pseudo-identity of WDj

TIDWDj Temporary identity of WDj

⟨Ci, Ri⟩ The Challenge-Response pair of PUF
IDi Identity of the ith user
PIDi Pseudo-identity of IDi

TIDi Temporary identity of IDi

BIOi Biometrics of the ith user
Gen(·) Fuzzy extractor obfuscation function
Rep(·) Fuzzy extractor reproduction function
h(·) Hash function
⊕, ∥ Bitwise XOR operation, Concatenation operation
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5.1 Registration of Wearable Devices

(1) RC sends the identity IDWDj
to WDj .

(2) After WDj receives it, it uses Ci to stimulate the PUF, generates Ri =
PUF(Ci), and sends IDWDj and Ri to RC.
(3) After RC receives them, it selects a random number r, calculates WDj ’s
pseudonym PIDWDj

= h(IDWDj
∥ r) and temporary pseudonym TIDWDj

=
h(IDWDj

∥ Ri ∥ T1), sends PIDWDj
to WDj , and records < IDWDj

, Ri, T IDWDj
>

in CS’s database; WDj saves {IDWDj
, T IDWDj

, P IDWDj
, Ci} locally.

5.2 Registration of Mobile Terminals

(1) Via MTi, the user enters the unique identity IDi, the corresponding pass-
word PWi, and the biometric feature BIOi.
MTi then selects a random number n1, calculates the pseudonym PIDi =
h(IDi ∥ n1) and the pseudo-password PPWi = h(PWi ∥ n1), as well as
(ki, hidi) = Gen(BIOi), and sends {IDi, P IDi, PPWi, ki} to RC.
(2) After RC receives them, it selects a random number r, calculates ai = r ⊕
h(PIDi ∥ PPWi ∥ ki) and the temporary pseudonym TIDi = h(IDi ∥ ki ∥ T2),
sends {ai, T IDi} to MTi, and records the information < IDi, ki, T IDi > in CS’s
database.
(3) MTi calculates the token Authi = h(PIDi ∥ PPWi ∥ ki ∥ n1 ∥ r) and
bi = n1 ⊕ h(IDi ∥ PWi ∥ ki), then saves {ai, T IDi, Authi, bi}.

5.3 User Login

When logging in, the user enters their own ID′
i, PW ′

i , and biometric feature
BIO′

i, recovers k′i = Rep(hidi, BIO′
i). MTi calculates n′

1 = bi ⊕ h(ID′
i ∥ PW ′

i ∥
k′i), PID′

i = h(ID′
i ∥ n′

1), PPW ′
i = h(PW ′

i ∥ n′
1), and r′ = ai ⊕ h(PID′

i ∥
PPW ′

i ∥ k′i). Finally, it verifies the token Auth′
i = h(PID′

i ∥ PPW ′
i ∥ k′i ∥ n′

1 ∥
r′); if the verification succeeds, the user logs in successfully.

5.4 Authentication and Key Agreement

(1) MTi selects a random number λ and a timestamp t1, calculates wi =
λ ⊕ h(IDi ∥ ki ∥ t1) and M1 = h(TIDi ∥ λ ∥ IDi ∥ ki ∥ t1). MTi sends
{TIDi, wi,M1, t1} to the trusted cloud server CS.
(2) CS first checks the freshness of timestamp t1, retrieves the random numbers
IDi and ki corresponding to TIDi, calculates λ = wi⊕h(IDi ∥ ki ∥ t1), and ver-
ifies M1 = h(TIDi ∥ λ ∥ IDi ∥ ki ∥ t1). If the verification succeeds, it generates
a random number α and a timestamp t2, calculates x = h(Ri ∥ IDWDj

∥ t2)⊕α
and M2 = h(TIDWDj

∥ α ∥ IDWDj
∥ Ri ∥ t2), then sends {TIDWDj

, x,M2, t2}
to WDj .
(3) WDj checks the freshness of timestamp t2, calculates Ri = PUF(Ci), com-
putes α = h(Ri ∥ IDWDj ∥ t2) ⊕ x, and verifies M2 = h(TIDWDj ∥ α ∥
IDWDj

∥ Ri ∥ t2). If the verification succeeds, it selects a random number
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β and a timestamp t3, calculates mj = h(α ∥ Ri ∥ IDWDj
∥ t3) ⊕ β and

M3 = h(β ∥ α ∥ Ri ∥ IDWDj
∥ t3), then sends {TIDWDj

,mj ,M3, t3} to CS.
(4) CS checks the freshness of timestamp t3, calculates β = h(α ∥ Ri ∥ IDWDj ∥
t3) ⊕ mj , and verifies M3 = h(β ∥ α ∥ Ri ∥ IDWDj ∥ t3). If the verifica-
tion succeeds, it selects a random number φ and a timestamp t4, calculates
y = φ⊕ h(IDi ∥ ki ∥ t4), z1 = IDWDj

⊕ φ, z2 = β ⊕ φ, skCS−MTi
= h(TIDi ∥

IDi ∥ ki ∥ t4 ∥ φ), and M4 = h(TIDi ∥ IDi ∥ TIDWDj
∥ IDWDj

∥ β ∥
skCS−MTi ∥ ki ∥ t4 ∥ φ), then sends {TIDWDj , y, z1, z2,M4, t4} to MTi.
(5) MTi checks the validity of t4, calculates φ = y ⊕ h(IDi ∥ ki ∥ t4), computes
IDWDj

= z1 ⊕ φ, β = z2 ⊕ φ, and skCS−MTi
= h(TIDi ∥ IDi ∥ ki ∥ t4 ∥ φ),

then verifies M4 = h(TIDi ∥ IDi ∥ TIDWDj
∥ IDWDj

∥ β ∥ skCS−MTi
∥

ki ∥ t4 ∥ φ). Using the r obtained during login, it calculates the pseudonym
PIDWDj of WDj , selects a random number ρ and a timestamp t5, computes
t = ρ ⊕ h(PIDWDjβ ∥ t5), r = IDi ⊕ ρ, skMTi−WDj = h(PIDWDj ∥ TIDi ∥
IDi ∥ TIDWDj

∥ IDWDj
∥ ρ ∥ β ∥ t5), and M5 = h(PIDWDj

∥ TIDi ∥ IDi ∥
TIDWDj

∥ IDWDj
∥ ρ ∥ β ∥ t5 ∥ skMTi−WDj

), then sends {TIDi, t, r, t5,M5}
to WDj .
(6) WDj checks the validity of t5, calculates ρ = t ⊕ h(PIDWDj ∥ β ∥ t5) and
IDi = r ⊕ ρ, computes skMTi−WDj = h(PIDWDj ∥ TIDi ∥ IDi ∥ TIDWDj ∥
IDWDj

∥ ρ ∥ β ∥ t5), and verifies M5 = h(PIDWDj
∥ TIDi ∥ IDi ∥ TIDWDj

∥
IDWDj

∥ ρ ∥ β ∥ t5 ∥ skMTi−WDj
). If the verification succeeds, WDj and MTi

successfully obtain the session key.
Fig. 2 displays the Authentication and Key Agreement.

Fig. 2. Authentication and Key Agreement
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6 SECURITY ANALYSIS OF PROPOSED PROTOCOL

This chapter analyzes the security of the scheme and evaluates its resistance
to known attacks from adversary A.We employ the Real-Or-Random (ROR)
model to formally prove the protocol’s semantic security. Assuming that the
initial registration is conducted over a secure channel, this chapter concentrates
on the security of communication during the authentication and key agreement
phase.

This protocol involves three entities: wearable device WDj , mobile terminal
MTi, and trusted cloud server CS. The adversary creates several instances per
participant in the ROR model; we define session instances WDu

j , MT v
i , and

CSw for each entity, which act as oracles to process interactions and return
corresponding states.we define the key concepts of the protocol and describe the
queries that the adversary can perform.

Pairing Two instances It1 and It2 are considered paired if and only if both are
in the "accepted" state, possess the same session identifier, and are mutually
paired.

Freshness A instance It is considered fresh if the adversary has not obtained
its session key.

Adversary It is a polynomial-time entity with full control over the communi-
cation network and can execute the following queries:
1. Executes(WDu

j ,MT v
i , CSw): Simulates passive attacks, where A can eaves-

drop on the communication channel via this query and output the messages
exchanged between WDu

j , MT v
i , and CSw.

2. Send(It,m): Simulates active attacks, allowing A to send message m to the
target instance It and obtain the instance’s response.
3. Rev(It): The adversary obtains the session key shared only between instance
It and its communication partner via this query.
4. CorruptWDj(WDu

j ): Simulates device tampering attacks, where the adver-
sary can intercept all secret information from the wearable device via this query.
5. CorruptMTi(MT v

i ): Simulates device tampering attacks, where the adversary
can intercept all secret information stored in the mobile phone via this query.
6. Test(It): The test checks the session key’s semantic security by randomly
selecting a bit b. If the session key is fresh, return the real key for b = 1, or a
random value for b = 0; otherwise, return a null value ⊥.

Semantic Security In the ROR model, semantic security means the session
key is indistinguishable from a random number. The adversary initiates queries
to instances and guesses a bit b′ after the Test query: if b′ = b, It is said that A
has broken the semantic security of the protocol.
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We use Succ(A) to represent the event that A succeeds. The advantage
probability that A breaks semantic security is:

Adv(A) = |2Pr [Succ(A)]− 1| = |2 · Pr [b = b′]− 1| (1)

If Adv(A) is negligible, the protocol achieves semantic security under ROR.

Theorem 1. Let A be a polynomial-time adversary attempting to break the pro-
posed protocol in the ROR model. Then its advantage probability satisfies:

Adv(A) ≤ 2

(
q2h

2lh+1
+

q2P
2 |PUF|

+
(qs + qe)

2

2ls+1
+

qs
|PUF|

+max
(
C ′ · qs

′

s ,
qs
2l

))
(2)

where qh, qs, qe, and qP represent the numbers of hash queries, send queries,
execute queries, and PUF queries. lh, ls, and |PUF| represent the lengths of the
hash digest, random number, and PUF response, respectively.The biometric key
length is 2l, and C ′ and s′ are defined according to Zipf’s law[20].

Proof. The proof is completed via a series of games Gi (i = 0, · · · , n) between
the adversary and the challenger. The adversary’s advantage in each game is
denoted by AdvGi

.

Game G0 It simulates the real attack of A on this protocol in the sense of ROR.
At the game’s start, A guesses b, as defined:

Adv(A) = |2AdvG0
− 1| (3)

Game G1 It simulates eavesdropping attacks — A first queries the Executes
oracle to intercept messages transmitted between legitimate entities, then per-
forms a Test query to verify whether the eavesdropped data is a session key or
a random number. In this protocol, the messages transmitted between entities
do not include the session keys skCS−MTi

= h(TIDi ∥ IDi ∥ ki ∥ t4 ∥ φ) and
skMTi−WDj = h(PIDWDj ∥ TIDi ∥ IDi ∥ TIDWDj ∥ IDWDj ∥ ρ ∥ β ∥ t5)

The required parameters < IDi, ki, φ > and < PIDWDj , IDi, IDWDj , ρ >
are not included either. Therefore, the adversary cannot improve its ability to
guess the session key, and the advantage of G1 is the same as that of G0:

AdvG1
= AdvG0

(4)

Game G2 It simulates active attacks — A intercepts/forges messages via Send
and Hash queries. The protocol messages contain random numbers and hash
digests, and key messages are protected by PUF responses; according to the
birthday paradox, the collision probabilities of hash, PUF, and random numbers
are q2h

2lh+1 , q2P
2|PUF| , and (qs+qe)

2

2ls+1 , respectively. Thus, G2 is indistinguishable from
G1, and the advantage difference satisfies:

|AdvG2
−AdvG1

| ≤ q2h
2lh+1

+
q2P

2 |PUF|
+

(qs + qe)
2

2ls+1
(5)
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Game G3: Node Capture Attack The adversary executes the Corruptwdj(WDu
j )

query to extract all secret parameters stored in WDj , but cannot obtain the PUF
response Ri = PUF(Ci). The adversary invokes Send(CS,m′) to forge a message
m′ of WDj , attempting to pass CS’s verification. However, the forged message
m′ needs to match the Ri stored in CS to pass verification; at this point, the
adversary can only guess Ri via brute-force attacks. Thus, the adversary initiates
qs Send(CS,m′) queries, and the advantage difference satisfies:

|AdvG3 −AdvG2 | ≤
qs

|PUF|
(6)

Game G4 The adversary executes the Corruptmti(MT v
i ) query to extract all

secret parameters stored in MTi, and tries to compute the session key SK via
these parameters. However, each parameter contains the user’s password and
biometric data; the adversary must guess both items simultaneously. Guessing
the biometric key has a probability of 1

2l
, and the password’s guessing probability

follows the Zipf [63] model. The advantage difference satisfies:

|AdvG4 −AdvG3 | ≤ max
(
C ′ · qs

′

s ,
qs
2l

)
(7)

All oracles have been emulated. The probability that A guesses b is equivalent
to flipping a coin, so AdvG4 = 1

2 .
To summarize:

Adv(A) = |2AdvG0
− 1| = 2 |AdvG0

−AdvG4
| (8)

and it satisfies

Adv(A) ≤ 2

(
q2h

2lh+1
+

q2P
2 |PUF|

+
(qs + qe)

2

2ls+1
+

qs
|PUF|

+max
(
C ′ · qs

′

s ,
qs
2l

))
.

(9)
Therefore, Theorem 1 proves the session key security of the proposed scheme.

7 PERFORMANCE ANALYSIS

This chapter evaluates the computational and communication overheads of the
proposed scheme, comparing it with the schemes by Sahoo et al[16] and Li et
al[13].Relevant experiments were performed on a Windows 10 laptop equipped
with an AMD Ryzen 5 4500U processor (2.38 GHz), Radeon graphics, and 8GB
of RAM. We use python standard library and third-party libraries to perform cal-
culations and simulate the execution time of the main cryptographic operations
involved in the proposed protocol, where the execution times are as follows: hash
operation Th =0.0018 ms, elliptic curve point multiplication Tp =1.031 ms, sym-
metric encryption or decryption Ts =0.375 ms, and fuzzy extractor Tfe =1.031
ms.
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7.1 Computational Overhead

This subsection evaluates the computational overhead of the proposed proto-
col (covering user login, authentication, and key agreement) in comparison with
baseline protocols. with the execution times of the relevant cryptographic prim-
itives provided earlier; operations with minimal computational cost (e.g., data
XOR and concatenation) are not included in the overhead evaluation scope.

The computational overhead of each protocol is shown in Table 2. For the
proposed protocol, the computational overhead required by the wearable device
is 7Th, which is lower than the schemes by Sahoo et al[16]. and Li et al[13],
proving that our scheme is better suited for resource-limited wearable devices.
The total computational overhead of our protocol is 29Th+Tfe. Compared with
the other two schemes, our protocol maintains low computational overhead while
ensuring superior security.

Table 2. Comparison of computation costs

Scheme Computation cost of WDj (ms) Total computation cost (ms)
Sahoo et al[16] 8Th + 2Tp + 2Ts=2.8264 28Th + 5Tp + 6Ts=7.4554
Li et al[13] 5Th + 2Ts=0.759 18Th + 10Ts=3.7824
Ours 7Th=0.0126 29Th + Tfe=1.0832

7.2 Communication Overhead

Table 3 compares the communication overhead of the protocols by Sahoo et
al[16], Li et al[13], and our proposed protocol. We set the bit lengths of relevant
parameters as follows: 128 bits for identity identifiers and random numbers, 320
bits for elliptic curve cryptography (ECC) points, 128 bits for the hash algorithm
output length, and 32 bits for timestamps.

Regarding the communication overhead of each protocol: the wearable de-
vice communication overhead of Sahoo et al.’s protocol[16] is 736, with a total
communication overhead of 2944; the wearable device communication overhead
of Li et al.’s protocol[13] is 576, with a total communication overhead of 2912;
the wearable device communication overhead of our protocol is 416, with a total
communication overhead of 2464.

The communication overhead of our protocol is less than that of Sahoo et
al[16] and Li et al[13], making it more suitable for resource-limited environments.

8 Conclusion

This paper proposes a lightweight anonymous authentication protocol that com-
bines PUF and fuzzy extractor, aiming to address secure authentication and
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Table 3. Comparison of communication costs

Scheme Communication cost of WDj Total communication cost
Sahoo et al[16] 736 (bits) 2944 (bits)
Li et al[13] 576 (bits) 2912 (bits)
Ours 416 (bits) 2464 (bits)

key agreement in the three-party collaborative environment of wearable devices.
The scheme leverages PUF’s inherent uniqueness and unclonability, reducing the
computational and storage overheads while maintaining security. Additionally,
the protocol structure avoids the issue of cloud servers obtaining the session
key between devices and terminals, enhancing the system’s end-to-end security.
Security analysis within the ROR model proves the protocol’s security against
attacks such as session key leakage and device capture. Experimental results
demonstrate superior performance in computational and communication over-
heads compared to existing schemes, making the protocol highly suitable for
resource-limited wearable devices and providing a practical solution for secure,
efficient wearable system designs.
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